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Introduction


Presenter
Presentation Notes
Don has shown us some of the things you can do as an archivist using FTK, Sibyl has talked about starting a digital forensics program at the institutional level, and now I’m going to talk to you about how you as an individual archival practitioner can gain the skills to use digital forensics tools to do what you want with them
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“Happy Binary Day” by EJP Photo, used under CC BY-NC-SA 2.0
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Presentation Notes
The title of my presentation is “From 0 to 1”, which implies a binary state -- either you’re a digital forensics practitioner or you’re not. But that’s not what I believe.

Instead, I believe that developing skills and adopting new techniques is a process -- one that never ends. I am at a point in this process, but I am still learning. What I can share is where I am and how I got here, so that you can elect to follow (or avoid) a similar process

Which brings me to my second point --
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Presentation Notes
everyone’s process, their journey, is going to be different. 

We all begin with different backgrounds, aptitudes and knowledge bases. For what I’m going to share today, the only assumptions I make are that you have a firm grounding in archival practice, you’re aware of digital forensics as a tool you want to adopt, you have some level of aptitude for working in a digital environment, and -- most critically -- you have curiosity and are a self-motivated learner.
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Formal Education


Presenter
Presentation Notes
First, a few words about formal education.
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As everyone in this room is hopefully aware, there is a 2-day DAS course offered by SAA on digital forensics. The University of Maryland’s HILT program recently hosted a week-long course on digital forensics, and there are new courses being developed and offered at iSchools and elsewhere all the time.
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I actually took the DAS course the very first time that Cal taught it just over two years ago.
If you have the opportunity to take a formal course on digital forensics for archivists, and if, after reading the course description, you think it will be useful to you, then I say go for it!
However, formal education is not necessary. There are definitely advantages to a structured learning environment led by a qualified educator, but pretty much everything you would learn in a class can be found in the literature and can be learned through self-study. So don’t feel like you can’t do this if you can’t take a class.
Nor is formal education sufficient. At some point as a practitioner, you will need or want to know more. And you need to be confident in your ability to learn independently.



A Reading Assignment
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Presentation Notes
If you want to start practicing archival digital forensics, the first thing you should do is give yourself a reading assignment.
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While the purview of digital forensics was once specialized to fields of law enforcement,
computer security, and national defense, the increasing ubiguity of computers and electronic
devices means that digital forensics is now used in a wide variety of cases and
circumstances. Most records today are born digital, and libraries and other collecting
institutions increasingly receive computer storage media as part of their acquisition of
"papers” from writers, scholars, scientists, musicians, and public figures. This poses new
challenges to librarians, archivists, and curators—challenges related to accessing and
presernving legacy formats, recovering data, ensuring authenticity, and maintaining trust. The methods and tools developed
by forensics experts represent a novel approach to these demands. For example, the same forensics software that indexes
a criminal suspect's hard drive allows the archivist to prepare a comprehensive manifest of the electronic files a donor has
turned over for accession.

This report introduces the field of digital forensics in the cultural heritage sector and explores some points of convergence
between the interests of those charged with collecting and maintaining born-digital cultural heritage materials and those
charged with collecting and maintaining legal evidence.
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Presentation Notes
And the first thing you should read, if you haven’t already, is a CLIR report from 2010 by Matt Kirschembaum, Richard Ovenden and Gabby Redwine called “Digital Forensics and Born-Digital Content in Cultural Heritage Collections.”
This is the cornerstone work on digital forensics in archives, and is the only thing that I’m going to say you absolutely must read, whatever your goals as a digital forensics practitioner.
This report will give you both a good introduction to what digital forensics is all about, and a firm grounding in how forensic techniques interact with core archival concepts such as trustworthiness, authenticity, access and privacy. It should be the foundation on which your practice is built.



Getting Your Hands Dirty
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Presentation Notes
Now that you’ve got some theoretical grounding, it’s time to start gaining practical experience.


BitCurater
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Presentation Notes
The easiest way to do this today is to start working in the BitCurator environment.

BitCurator is explicitly designed as an low-barrier entry vehicle for archivists who want to use forensic methods, and it’s a fast way to start implementing forensic tools with very low overhead. There is lots of training and support available for it, so I’m not going to go into details here.
And maybe BitCurator will do everything you need to do to meet your collection’s needs. 
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Presentation Notes
For example, BitCurator is pretty good at helping you process things like this: a hard disk that will result in a single disk image.
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Presentation Notes
It’s also pretty good at working with small caches of disks like this.
If this is close to the extent of your holdings, working with BitCurator is a perfectly reasonable solution, and you don’t really have a need to go much further.

But BitCurator  is a product in development and as it currently exists it has significant weaknesses.
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Presentation Notes
One of those weaknesses is scale. BitCutator is not a great tool for processing a collection like this – these are the 298 disks from a single manuscript collection that I’m currently working with. If you wanted to use BitCurator on a collection like this right now, you would have to manually run and interpret reports on every disk individually. I find this problematic for two reasons: one is my simple aversion to doing manually what can (and usually should) be automated.

The other reason has to do with the content. These 298 disks include one academic’s entire output from the late 1980s (on 5.25” floppies), through the 1990s (on 3.5” floppies) and into the early 2000s (hard drive backups stored on Zip disks). As an archivist, I want to view that not as 298 disks to be individually interpreted, but as a corpora that provides context for each item in it. BitCurator simply doesn’t allow for that type of analysis at this point.



Digging Deeper
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If you keep doing this work, sooner or later, like me, you’re going to want or need to do something more than what you can do with point-and-click tools. And unfortunately, that’s the point at which a lot of guides and formal education stop. This is the point at which I found myself a year or so ago.


A Necessary FiIrst Step
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Presentation Notes
Before you can continue, however, you need to gain one critical skill. 
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“Command line makes me feel cool” by Travis Isaacs, used under CC BY 2.0
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Presentation Notes
You need to learn to work in a command line interface, which is something that I think intimidates too many people.
Quick show of hands: who in here already feels really comfortable working in the command line? [n.b.: about half the audience raised their hands!]
If you raised your hand, congratulations! You can go check Twitter for the next minute or so. The rest of you, pay attention. 
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The Command Line Crash Course

This book is a quick super fast course in using the command line. It is intended to be done rapidly in about a day or two, and not
meant to teach you advanced shell usage.
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Presentation Notes
Even if you’ve never opened up a shell before and don’t know where to find it on your computer, you can do this. It’s going to be awkward at first and it’s going to take practice, but you will learn.
I recommend that you start by working your way through an online tutorial called The Command Line Crash Course. This is part of a series called Learning Code the Hard Way, and I don't necessarily recommend the other titles, but this one is just what you need to get introduced to the Linux command line, which will soon become your new best friend. 
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Presentation Notes
OK, Twitter break over!
Now that we’ve all got some basic command line skills, it’s time to start the real work.
First, set up a fresh install of Ubuntu in VirtualBox. If you’re already using BitCurator as a virtual machine, this should be relatively straightforward to do.
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Next, get your hands on a copy of a book called Digital Forensics With Open Source Tools and work your way through at least the first three chapters.
This will guide you through the process of setting up your own Ubuntu environment that includes all the open source tools that are bundled in Bit Curator and it will teach you what they do and how to use them through the command line.
“But Christie,” you say, "why would I want to set up an environment that includes all of the tools in BitCurator? Why wouldn't I just want to use BitCurator?"
You can totally do that. In fact, I'm deciding right now whether I want to continue to work in my own customized Ubuntu environment, or to start with a BitCurator environment and customize on top of that. At some point I’ll likely be moving to the latter, the only question is when.
However, going through this process will teach you several things, in addition to how to work with the tools. You will learn how to find, download, build and install code from source, it will introduce you to understanding and dealing with dependencies in code, and it will give you additional practice in the command line. Trust me, by the end of this intense bit of work, you'll be so at-ease in the Linux command line that you’ll be frustrated by pointing and clicking.
I'll note that this book is a bit out of date -- it was published in 2011 and the software it uses has gone through several upgrades since then. It mostly works, but you'll find a few places where you need to do a little problem-solving -- and that’s a good thing! Going through this will also teach you a certain type of self reliance that is second nature to tech people, but not necessarily to everyone else, even information professionals: the ability to phrase your technical problem as a Google query, search for a good solution and apply it in your own situation. I can’t overstate the value of this skill.
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As you work your way through Digital Forensics with Open Source Tools, or maybe even sooner if you’ve been curious and have been exploring and doing other readings on your own, you’ll come across references to the book File System Forensic Analysis by Brian Carrier. Carrier created The Sleuth Kit, one of the principal sets of open source tools you’ll be learning about and using, so reading his book and learning how he frames digital forensic work is particularly valuable. 
I’ll warn you that this is not an easy read, but it’s worth struggling with. It explains things like what is a hexidecimal value and what is  it you’re looking at in a hex editor, how data is organized on disks, how hard disks operate and how different file systems like FAT and NTFS work.
In other words, it goes into detail about the structure of the artifacts we’re examining using forensic tools, and understanding that will help you make decisions about how to use the tools.



Expanding Your SKkills
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At this point, if you’ve followed my guide, you’ve got a pretty mean set of tools at your disposal, and if you’re anything like me, you’re starting to get all kinds of ideas for what you can or could do with them. 




Presenter
Presentation Notes
As I mentioned earlier, I have a vested interest in getting forensic tools to work at scale in an archival environment.
However, like BitCurator, the forensic tools you’ll learn about through the process I just outlined analyze a single thing at a time – as I’ve mentioned, they’re the same tools! But now that you know how they work and how to access them with commands instead of clicks, you can do a lot more with them. 
By working with directly with the tools, rather than through a graphical interface, I can (at least theoretically) write a script that will recursively walk a directory structure, identify the disk images in it, and run a set of reports against them all at once.
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anarchivist / fiwalk-dgi

Plugins for fiwalk to run processes against files contained within disk images

32 commits 3 branches 0 releases 2 contributors

¥ branch: master ~ | fiwalk-dgi / +

chmod +x

m anarchivist authored on Nov 27, 2013 latest commit 9b7+alddos @-
Bl python chmod executable scripts +x 10 months ago
B ruby chmod executable scripts +x 10 months ago
B LICENSE Add license 11 months ago
E README.md Merge branch ‘upgrade-and-refactor 11 months ago
B ficonfig.txt ficonfig.txt: add to git 2 years ago
B walkify chmod +x 9 months ago

B walkify_parallel chmod +x 9 months ago
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And I’m not starting from scratch here – other archivists have started or written similar scripts in the past. I’m not the first person to think of this, and I’ll be building on their work.
But doing this means having another set of skills – for me, it’s Python and bash scripting. Bringing those skills up to the point that I can use them to do what I want with the digital forensics tools is my current task.


ces..” by Orjan Mattsson, used under CC BY-NC-SA
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The choice to pursue Python and batch scripting is a logical one for me in my current circumstances, but is not the only one available. The field is wide open for creative problem solving.

As I said at the outset, this learning process requires that you are curious and self-motivated, and if you are those two things, by this stage you will have learned at least a little bit about many more things than what I’ve mentioned directly in the last 10 minutes. You will also have many more things that you want to learn, many things that you will want to do, and you will have the knowledge and skills to go out and figure out how to do them.

Thank you
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