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Abstract: There is growing recognition that digital forensics approaches provide 
archivists with powerful tools for processing born-digital materials. Yet the ability to 
implement such approaches in born-digital workflows can prove daunting for archival 
institutions. Additional complexities and conceptual challenges arise when considering 
the disk image, an entity with multiple dependencies, as an archival object needing to be 
preserved. In this poster we describe how the BitCurator software environment, a suite of 
open-source digital forensic tools, can support the preservation goals of archivists 
throughout their institutional workflows. We propose four scenarios in which 
preservation events can be recorded during the creation and ingest of a disk image into an 
archival repository:  
 
1. Imaging: extraction of the image from the media; 
 
2. File system analysis: extraction of information from the file system(s) 
 
3. Stream-based feature analysis: forensic analysis of the raw bitstream to identify 
features of interest; 
 
4. Redaction: elimination of potentially private and sensitive data from a disk image or 
copy 
 
We then demonstrate how the output of digital forensics tools incorporated into 
BitCurator can be mapped to PREMIS (PREservation Metadata: Implementation 
Strategies) encoded preservation events. For archival institutions working with born-
digital materials, the capture and storage of preservation metadata helps to ensure 
authenticity, integrity, and provenance throughout the records continuum. 
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