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Abstract: Over the last two years, members of the BitCurator project have been developing digital
forensics tools for use by libraries, archives and museums as they process born-digital collections. A key
outcome of this work has been the BitCurator Environment, a suite of open source digital forensics tools
capable of analyzing both raw bitstreams and electronic files to extract items of interest and file-level
metadata from disk images. The data and metadata exported by these digital forensics tools (e.g.
bulk_extractor, fiwalk) includes detailed PII analysis, file name, file type, MAC records (modified,
accessed, created times), notation of deleted files, and cryptographic hashes for each individual file. This
rich collection of metadata is originally output as Digital Forensics XML (DFXML) and then transformed
by the BitCurator Reporting tool into editable file formats including Excel (.xlsx).

For archivists to fully utilize file system metadata encoded as DFXML, we are developing crosswalks
(full and partial) to metadata standards commonly used in archival managements systems. The addition of
this information is intended to simplify accession of digital collections, along with improving finding

aids.

This poster first describes the metadata produced by the digital forensics tools incorporated into the
BitCurator Environment, and then explores how that metadata can be transformed and packaged for use in
digital repository systems. We expect that archivists will use facets of DFXML and other BitCurator
produced metadata in many interesting ways, and we hope to begin this much-needed conversation by
offering our research and insight into digital forensics metadata and its potential integration into archival

management systems.
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