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Research Motivation 

• Automated tools are required for identifying and 
validating the formats of the huge number of files 
ingested into digital data and record archives. 

• Validation is required because 

• If a file has been damaged, it may be possible to 
obtain an undamaged copy, or repair the file. 

• File might need to comply with a standard format, e.g., 
PDF/A.  
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Validation Tools  
for Binary File Formats 

• JHOVE – JSTOR Harvard Validation Environment 

• JHOVE supports validation of the following file 
formats: AIFF, ASCII, GIF, HTML, JPEG, JPEG 2000, 
PDF, TIFF, UTF-8, WAVE, and XML  

• JHOVE2 supports the validation of the following 
additional formats: ICC, SGML, Shapefile and ZIP 
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Specification of Binary File Formats 

File Layouts C Data Structures 
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Specification of Textual File Formats 

Simple Grammar for LISP 
Programming Language Syntax 

Scalable Vector Graphics 
Description of a 2D Image 
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Compiler-Compiler Technology 
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Research Questions 

• Is it possible to extend the concept of context-free 
grammars from textual languages to binary file 
formats? 

• Is it possible to specify binary file formats using 
these extended context-free binary file grammars? 

• Is it possible to develop a parser generator that 
takes a binary file grammar for a binary file format 
and generates a parser that can validate the file 
format? 
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Chunk-based Binary File Formats 

• Interchange File Format (IFF) 

• Electronic Arts & Commodore-Amiga 

• A chunk consists of a chunk-id, a chunk-size and 
chunk-data. 

• Chunk data can contain image, audio or text data. It 
can also contain sub-chunks and metadata.  

• Sub-chunks can contain sub-sub-chunks  
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Chunk-based File Format Family 

• Apple Audio Interchange File Format (AIFF) 

• Resource Interchange File Format (RIFF) – WAV, AVI, ANI, Riff MIDIfile, Device-
Independent Bitmap, Webp 

• JPEG 

• Advanced Systems Format – WMA, WMV 

• Portable Network Graphics -- PNG, MNG, JNG 

• Binary Interchange File Format (Microsoft Excel) 

• 3D Studio – 3ds 

• Autodesk Animator Pro – fli, flc, pic 

• CorelDRAW Vector Graphics-cdw 

• Apple QuickTime – mov, qt 

• and many more 
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Starship Enterprise Bitmap in ILBM IFF Binary File Format 
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Bytes 0-511 of the ILBM Binary File 
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Binary File Grammar  
for Interleaved Bitmap File Format 
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Parse Tree for ILBM File  
<ILBM> : Start Symbol of the 
Grammar 

File Signature  
•‘FORM’ at offset 0 

•‘ILBM’ at offset  7 

<ILBM> chunk size – unsigned 
32-bit integer with decimal value 
50,456 

<BMHD chunk id = ‘BMHD 

<BMHD> Chunk size = 20 

Data chunk BitmapHeader has 
metadata about the Bitmap 

Color pallet is stored in the 
CMAP> chunk 

Bitmap is stored in the <BODY> 
chunk. 
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Results 

• It is possible to extend context-free grammars for 
textual languages to the specification of chunk-
based binary file formats. 

• ANTLR, a parser generator for LL(k) grammars, has 
been successfully used to generate parsers for two 
chunk-based file formats. 

• Next Step: Binary file grammars for directory-based 
binary file formats, e.g., TIFF, OLE, OASIS Open 
Document, and Microsoft Open Office files. 

Filename - 14 



GTRI_B-‹#› 
Filename - 15 

Additional Information 

url: http://perpos.gtri.gatech.edu  

W. Underwood and S. Laib. Attribute Grammars for 
Validating Chunk-based Binary File Formats. 
ICL/ITDSD Working Paper 11-03, Georgia Tech 
Research Institute, Atlanta, Georgia, July 2011. 

 

http://perpos.gtri.gatech.edu/
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